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1. Introduction 

1.1. Your privacy is very important to us. ST Global Markets Ltd is committed to protecting and respecting 
your personal data, ensuring that when you choose us to use our services, you know what data we collect 
about you and how we use and protect that personal data. This Privacy Policy describes the types of 
personal data that we collect from you when you choose to use our services, how we will use your 
personal data and how we will keep it safe. Please take the time to read this Privacy Policy carefully so 
that you can understand how we handle your personal data.

2.1 ST Global Markets Ltd is a limited company located at Poper Hennessy Street Suite 803, 8th Floor, 
Hennessy Tower Port Louis 11328, Mauritius and is registered with the Financial Securities Commission of 
The Mauritius (Registration number GB20025244). Though ST Global Markets Ltd is part of the ST 
Holdings group of companies, both companies have separate data controllers. For reference, the entities 
are collectively referred to in this Privacy Policy as “ST Global Markets Ltd”, “we” or “our” or “us”.


2.2 ST Global Markets Ltd. (“Company” or “our”) is an online trading company which assists retail and 
institutional investors to trade in equities, options, futures, margin foreign exchange market (“Forex”) and 
other derivative instruments via online trading platforms. Our online trading platforms operate through the 
following websites: es.stgmarkets.com (our “Websites”).


2.3 Please note that “client”, “you” or “your” means an individual who is the subject of the personal 
data that we process as a data controller.

3.1 This Privacy Policy (together with our Terms and Conditions of Service and any other documents 
referred to in it) sets out the basis on which we process any personal data we collect from you, or that you 
provide to us. This Privacy Policy also sets out how you can instruct us if you prefer to limit the use of 
your personal data and the procedures that we have in place to safeguard your privacy.


3.2 For the purpose of this Privacy Policy, the Data Protection Legislation means: (i) the General Data 
Protection Regulation as described in Data Protection (Privacy of Personal Information), the code of 
practice and guidelines issued by the Office of the Data Protection Commissioner, as updated, amended 
and/or replaced from time to time. For the purpose of the Data Protection Legislation, the data controller 
is ST Global Markets Ltd.


3.3 By using our websites and/or our applications (“Apps”), applying for an account with us or by 
supplying us information, you agree that you understand how we collect, use, and disclose your personal 
data, in line with this Privacy Policy. If you do not agree with this Privacy Policy in any way, you must not 
use our website or our Apps, access our services or provide any information to us.

4.1 The personal data we collect (or receive) about you may include, but is not limited to, your:

!� Name and address�
�� E-mail address�
�� Phone numbers (home, work or mobile numbers)�
�� Username, password�
,� IP address�
�� Occupation/profession1
�� Source of wealth information�
$� Bank account details, including institution name, branch, account name, bank identifier. bank 

account number or IBAN; o)
�� Trading experience information.

2. Who we are

3. Scope of this Privacy Policy

4. Data we collect (or receive) about you 
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4.2 We are required by law to identify you if you are opening a new account or adding a new signatory to 
an existing account under the anti-money laundering laws. We will ask you to supply identity documents, 
which we will maintain in our system in compliance with our anti-money laundering obligations. The types 
of identity documents that will be requested from you can include the following�

�� Passport


�� Driver’s license


 � National identity card (if applicable)


%� Utility bills


0� Trust deed; and/o7

�� Other information we consider necessary for our functions and activities.


4.3 Where necessary, we also collect data regarding the following individuals�

�� Beneficial owners


�� Partners


 � Trustees


%� Company directors


0� Company officers; and/o7

�� Client’s agent

5.1 We may collect (or receive) and process your personal data when�

�� You are able to contact us, whether through our Website, our Apps or otherwise (for example, via 
our online form, by e-mail, post, fax, or phone). We will keep records of this correspondence with 
you, inclusive of information that you provide when you open or update your trading account such 
as your name, e-mail, country, password, etc�

�� we ask that you complete the surveys that we use for research purposes, although you are not 
obligated to respond to them�

 � You use and interact with our website including your device’s model and manufacturer, IP address, 
model, ISP browser type, time zone setting, browser plug-in types and versions, operating system, 
web browser, platform and mobile carrier. We may collect details of your visits to our website or our 
Apps (including, but not limited to, traffic data, location data, weblogs, and other communication 
data). This can be done via email and website cookies, and similartracking technology built into our 
Websites and Apps. We will make cookie policies available on each of our Websites and Apps to 
give you more detailed information on how we use them�

%� You login to your trading account to use our platform technology and other features and 
functionalities�

0� You use the online trading products. We do not disclose these details to any third parties other than 
those who need to know this information in the context of the services we provide; o7

�� You use social media, for example “like” buttons and similar functions made available by social 
media platforms.

5. How we collect your personal data 
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6. How we may use your personal data

6.1 We may process your personal data for one or more lawful bases of processing (“Lawful Basis”) 
depending on the specific purpose for which we are using your data (see below).


6.2 We may process your personal data for the purpose ofi

J. Dealing with your inquiries and requests, including contacting you if necessary. Lawful Basis: your 
consent or performance of our contract with you.

d. Notification to you about important changes or developments to our Websites, our Apps or to our 
products or services (e.g., changes of features or enhancements). Lawful Basis: performance of our 
contract with you or necessary for our legitimate interests.

*. Carrying out our obligations arising from any contracts connected to you. Lawful Basis: 
performance of our contract with you or necessary for our legitimate interests.

[. Providing and personalizing our services, enhancing client experience, and tailoring our services to 
you. Lawful Basis: performance of our contract with you or necessary for our legitimate interests.

`. Giving you access to all parts or features of our Websites, our Apps, or our services. Lawful Basis: 
performance of our contract with you or necessary for our legitimate interests.

@. Where applicable, processing your payments. Lawful Basis: performance of our contract with you or 
necessary for our legitimate interests or to comply with our legal obligations.

:. Administering your registration and/or membership and other trading account records. Lawful 
Basis: performance of our contract with you or necessary for our legitimate interests.

G. Market research, analysis and creating statistics. Lawful Basis: your consent, performance of our 
contract with you or necessary for our legitimate interests.

>. Sending you marketing communications, for instance, to contact you from time to time regarding 
things you have told us you want to hear about, such as new products, special offers, competitions, 
and sponsored events. If you use our Apps, we may use push notifications to highlight when we 
have added new offers and promotions that may be of interest to you. Lawful Basis: your consent or 
necessary for our legitimate interests.

%. Preventing, detecting, and investigating potentially prohibited or illegal activities, and enforcing our 
Terms and Conditions of Service. Lawful Basis: to comply with our legal or necessary obligations 
that are aligned with our legitimate interests.

b. Improving and developing our Website, our Apps or our products and services, as well as collecting 
feedback from you about our Websites, our Apps, and other activities. For examplei

J. We may need to gauge whether a new product, website feature or App is likely to appeal 
to a large proportion of our client base. If it does not, we will want to know why; oS

d. Occasionally we may invite you to review a website or App. If we do, it’s possible that we 
will use independent research and feedback providers to act on our behalf. Lawful Basis: 
your consent is necessary for our legitimate interests�

E. Ensuring that content from our website is presented in the most effective manner for you and for 
your computer or mobile device. Lawful Basis: performance of our contract with you and/or 
necessary for our legitimate interests.

Q. Ensuring we have adequate security measures and services in place so you can safely access our 
Websites and our Apps. Lawful Basis: performance of our contract with you, to comply with our 
legal obligations and is necessary for our legitimate interests.

M. complying with all the applicable laws and regulations. Lawful Basis: to comply with our legal 
obligations.
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QJ Debt recovery or debt tracing, crime, fraud, and money laundering compliance. Lawful Basis: to 
comply with our legal obligations or necessary for our legitimate interestsJ

�J Ecruitment purposes if you applied for a position with us, including contacting you to discuss a role 
and to assess your suitability. Lawful Basis: your consent, performance of our contract with you 
and/or is necessary for our legitimate interestsJ

�J Monitoring how people use our Websites and our Apps to see if they’re being abused or threatened, 
for example, by internet trolls posting inappropriate comments in review areas or by would-be 
hackers looking to undermine our security. Lawful Basis: your consent, performance of our contract 
with you and/or necessary for our legitimate interestsJ

<J allowing us to understand our client base across all our businesses. We do this by merging your 
details with information from other clients of our Websites and Apps. We can then spot trends and 
common factors among clients, plus we can tailor our business approach, our marketing 
communications, our digital and social media, our Websites and Apps to the things we believe you 
and other people like you would be most interested in. This process involves the analysis of many 
human traits and is sometimes called profiling ‘market segmentation’ or ‘client segmentation’. 
Among other things, we look at common trends or ‘segments’ based on people’s geographic 
location, trading behavior, online behaviors, engagement with marketing activities (e.g., email 
opens and clicks), preferences, and any other personal information you have submitted to us or 
arising from your use of our websites or our Apps. Lawful Basis: processing is necessary for our 
legitimate interests; an-

EJ testing new systems and processes as we roll them out (but generally only in anonymous form) to 
make sure they work correctly and meet the standards we set for ourselves. Lawful Basis: 
processing is necessary for our legitimate interests.


6.3 We may take steps to verify the data we collect. For example, if you provide a birth certificate as 
identification, we may verify this against government records to protect against impersonation, or we may 
check with your employer that the employment and remuneration information you have provided in an 
application for credit is accurate. Lawful Basis: performance of our contract with you, to comply with our 
legal obligations or necessary for our legitimate interests.


6.4 We may check some of the information that you provide to us against third party databases to 
confirm that it is accurate. Lawful Basis: performance of our contract with you, to comply with our legal 
obligations or necessary for our legitimate interests.


6.5 We may have access to your financial information, such as your billing address, bank account details 
and payment history to allow us to take payments from you in connection with the online trading products 
you purchase, send you refunds or enable our support team to deal with your enquiries. We do not 
disclose these details to any third parties other than those who need to know this information for the 
performance of the services that you have requested. Lawful Basis: performance of our contract with you, 
to comply with our legal obligations or necessary for our legitimate interests.


6.6 We may also collect social media content if it is in the public domain, and any messages you send 
direct to us via social media. This information can include posts and comments, pictures, and video 
footage on websites such as YouTube, Facebook, and Twitter. We may process this information as 
necessary to respond to any social media posts or other public comments you might make, whether they 
are directed to us or about us, our websites, mobile Apps, or other activities, to resolve disputes, provide 
technical support and troubleshoot problems, as permitted by law. Lawful Basis: performance of our 
contract with you, to comply with our legal obligations or necessary for our legitimate interests.


6.7 If you are an existing client, we may contact you by email, SMS, phone or post with information, 
products, or services that you request from us or with information, products or services which are similar 
to the services we are providing to you (independently or jointly with others), unless you have opted out 
of being contacted for these purposes. If you change your mind about being contacted in the future, 
please let us know.

Dealing with your inquiries and requests, including contacting you if necessary. Lawful Basis: your 
consent or performance of our contract with youJ

Notification to you about important changes or developments to our Websites, our Apps or to our 
products or services (e.g., changes of features or enhancements). Lawful Basis: performance of our 
contract with you or necessary for our legitimate interestsJ

Carrying out our obligations arising from any contracts connected to you. Lawful Basis: 
performance of our contract with you or necessary for our legitimate interestsJ

Providing and personalizing our services, enhancing client experience, and tailoring our services to 
you. Lawful Basis: performance of our contract with you or necessary for our legitimate interestsJ

Giving you access to all parts or features of our Websites, our Apps, or our services. Lawful Basis: 
performance of our contract with you or necessary for our legitimate interestsJ

Where applicable, processing your payments. Lawful Basis: performance of our contract with you 
or necessary for our legitimate interests or to comply with our legal obligationsJ

Administering your registration and/or membership and other trading account records. Lawful 
Basis: performance of our contract with you or necessary for our legitimate interestsJ

Market research, analysis and creating statistics. Lawful Basis: your consent, performance of our 
contract with you or necessary for our legitimate interestsJ

Sending you marketing communications, for instance, to contact you from time to time regarding 
things you have told us you want to hear about, such as new products, special offers, competitions, 
and sponsored events. If you use our Apps, we may use push notifications to highlight when we 
have added new offers and promotions that may be of interest to you. Lawful Basis: your consent or 
necessary for our legitimate interestsJ

Preventing, detecting, and investigating potentially prohibited or illegal activities, and enforcing our 
Terms and Conditions of Service. Lawful Basis: to comply with our legal or necessary obligations 
that are aligned with our legitimate interestsJ

Improving and developing our Website, our Apps or our products and services, as well as collecting 
feedback from you about our Websites, our Apps, and other activities. For examplej

7J We may need to gauge whether a new product, website feature or App is likely to appeal 
to a large proportion of our client base. If it does not, we will want to know why; o<

@J Occasionally we may invite you to review a website or App. If we do, it’s possible that we 
will use independent research and feedback providers to act on our behalf. Lawful Basis: 
your consent is necessary for our legitimate interestsV

Ensuring that content from our website is presented in the most effective manner for you and for 
your computer or mobile device. Lawful Basis: performance of our contract with you and/or 
necessary for our legitimate interestsJ

Ensuring we have adequate security measures and services in place so you can safely access our 
Websites and our Apps. Lawful Basis: performance of our contract with you, to comply with our 
legal obligations and is necessary for our legitimate interestsJ

complying with all the applicable laws and regulations. Lawful Basis: to comply with our legal 
obligationsJ
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